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ibm.comand related resources
Product support and documentation are available from ibm.com®.

Support and assistance

Product support is available on the web. Click Support from the product website at:

IBM® Daeja® ViewONE®

http://www.ibm.com/support/entry/portal/product/enterprise_content_management/
daeja_viewone

PDF publication

You can view the PDF files online by using the Adobe Acrobat Reader for your operating
system. If you do not have the Acrobat Reader installed, you can download it from the
Adobe website at http://www.adobe.com.

See the following PDF publication website:

Product Website

IBM Daeja ViewONE Standard

IBM Daeja ViewONE Professional

IBM Daeja ViewONE Virtual

http://www.ibm.com/support/docview.wss?ui
d=swg27041437

How to send your comments
Your feedback helps IBM to provide quality information. Please share any comments that
you have about this information or other documentation that IBM Software Development
ships with its products.

You can use any of the following methods to provide comments:

 Send your comments by using the online readers' comment form at
http://www.ibm.com/software/data/rcf/.

 Send your comments by email to comments@us.ibm.com. Include the name of the
product, the version number of the product, and the name and publication number of
the information (if applicable). If you are commenting on specific text, please include
the location of the text (for example, a title, a table number, or a page number).

Contacting IBM
To contact IBM customer service in the United States or Canada, call 1-800-IBM-SERV
(1-800-426-7378).

http://www.ibm.com/support/entry/portal/product/enterprise_content_management/daeja_viewone
http://www.ibm.com/support/entry/portal/product/enterprise_content_management/daeja_viewone
http://www.adobe.com/
http://www.ibm.com/support/docview.wss?uid=swg27041437
http://www.ibm.com/support/docview.wss?uid=swg27041437
http://www.ibm.com/software/data/rcf/
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To learn about available service options, call one of the following numbers:<ul>

 In the United States: 1-888-426-4343

 In Canada: 1-800-465-9600

For more information about how to contact IBM, see the Contact IBM website at
http://www.ibm.com/contact/us/.

http://www.ibm.com/contact/us/
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Introduction

IBM® Daeja® ViewONE® Professional Permanent Redaction Server module allows users
to apply permanent markups to any IBM Daeja ViewONE supported documents.
Redaction markups remove and block out any part of a page. Selecting the area to redact
is done so that the user can concentrate on the removal of potentially sensitive information
contained in the pages of a document.

Because the data underneath the redaction is permanently removed from the file, the new
documents are safe to distribute.

The Permanent Redaction Server module is ideal therefore where high security is required
and in applications where compliance dictates that, specifically where redaction features
are offered, such redactions are unmovable and non-removable.

Recent directives for data storage and archiving of records have resulted in a requirement
for redactions applied by users and administrators to become records themselves,
retaining the redaction as part of the document’s image data, in effect ‘burning’ the data
into the image. The Permanent Redactions Server module satisfies this requirement.

The Permanent Redaction Server module is a Java server component which requires the
IBM Daeja ViewONE Professional Annotations Module and is flexible enough to allow
integrations into any document back-end system.

The Permanent Redaction Server module is a Java servlet. IBM supplies free sample
servlet code or you can write your own servlet by using the Java Burn Library interface.

In addition, for batch or automated processing, you can also use the Burn Library interface
on its own without a client or servlet to produce redacted documents on demand by using
your own template scheme.

Prerequisite Requirements

The setting up and configuration of the Permanent Redaction Server module requires that
you have a working knowledge of the client-side viewer and familiarity with deploying a
web application on your preferred web application server.

Unless you are using an existing Enterprise Content Manager system where the
redactions module has already been written and integrated, there is also a requirement for
a development resource to write and be responsible for the burner server-side code that
interfaces with the back-end repository where images and annotation data are stored.
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Annotation burning

The Permanent Redactions Server module can provide the user with the ability to
annotate documents with various annotation types. Some examples of these types include
text, stamps, highlights, and redactions.

The Permanent Redactions Server module offers storage of this annotation data
separately from the document. This has many benefits but is not always the required
solution. For more information on annotations, refer to the IBM Daeja ViewONE
Annotations Setup Manual.

Image burning allows the user to permanently make changes to a document by creating a
new TIFF Group 4 image. Such changes might include redacting sensitive information or
applying a received stamp to a document. IBM Daeja ViewONE meets this requirement in
this burn module.

The functionality requires a server-side component which does the actual burning and
requires integration with a document management system that is to use it.

The Permanent Redactions Server module performs the burning on the server rather than
the client to minimize network traffic. If burning is performed on the client, the newly
burned image must be sent back to the server each time a burn operation is performed
thus causing excessive network traffic and unnecessary delays.

Instead, the IBM Daeja ViewONE client sends only the minimum amount of data to the
server to permit the server to apply the necessary annotations and redactions. The server
then retrieves for itself the required images before burning.

After the burn process is complete, the servlet can then store the newly created TIFF
images in your repository. The server side burn feature is available as a Java library and
there is sample servlet source code that you can edit to integrate into your specific
repository or back-end system.

To further minimize network traffic, after the burn process is complete, the viewer disables
editing of the burned annotations rather than reloading the newly created TIFF image. By
taking this approach, there is no need to redownload the new image for viewing.
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Deployment

The Permanent Redactions Server module is deployed as a Java servlet. Therefore, you
must use a Java web application server of your choosing. The procedure for deploying the
redaction libraries depends on the web application server and varies in detail depending
on which web application server you choose.

However, the principles of deployment are the same for any web application server and
are described in the IBM Daeja ViewONE Servlet Setup Guide so you should follow the
steps in this guide to deploy the Permanent Redactions Server module.
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Configuring theClient Viewer

The changes required in your viewer HTML are minimal since the annotationBurnURL

parameter takes care of the construction of the URL to include the Permanent Redaction
Server module and assembles all available cookies for inclusion with the request. It also
ensures that the annotation data is delivered in the expected XML format to the
Permanent Redactions Server.

After the Permanent Redaction Server module is installed, you only need to make some
minor code changes to link it in with the IBM Daeja ViewONE Professional client-side
viewer as follows:

(Note that the following code samples assume that you have mapped the servlet as
shown in the sample web.xml file that is described in the IBM Daeja ViewONE Servlet
Setup Guide. If this is not the case, substitute the <servlet-name> and <url-pattern> values
that you have specified in the web.xml file in place of "viewone" and "v1files”)

Modifying the applet definition

It is important that the “mayscript” applet element is present in the <applet> definition so
that the client can correctly obtain the browser’s cookies. If it is not, you see errors in the
client’s Java console and you find that the Document Streaming Server module cannot
stream documents from a document repository that requires a login. The correct way to
specify the mayscript parameter is as follows:

<applet mayscript="true" name="IBM Daeja ViewONE" ...

It is not sufficient to use the <param name="mayscript" value="true"> method.

Setting up the Permanent Redaction Server Module URL

The main inclusion required to enable the Permanent Redaction Server module is to point
the annotationBurnURL HTML parameter (or JavaScript equivalent) to the location of the
Permanent Redaction Server module servlet. Effectively, you are pointing to the location of
the deployed Java libraries using either the full URL or a relative path, for example:

<PARAM NAME=“annotationBurnURL”
value=“http://localhost:8080/viewone/v1files/redaction”>
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Specifying “Burnable” Annotation types

This parameter needs to be set up on the client and specifies which annotation types are
to be treated by the viewer as burnable (instead of as a separate saved layer). For
example:

<PARAM NAME=“annotationDefaults” value=“redact {burnable=true}”>

Directing the Output File

The redaction module generates a new file which should be directed back to the client by
setting the following client-side parameter:

<PARAM NAME=“receiveRedacted” value=“true”>

Setting up the annotation format

Finally you need to add the following two parameters

<PARAM NAME=“annotationBurnFormat” value=“native”>
<PARAM NAME=“annotationEncoding” value=“utf8”>

These parameters and other Permanent Redaction Server module-specific HTML
parameters and JavaScript methods are documented in the IBM Daeja ViewONE
Parameters Reference Manual and the IBM Daeja ViewONE JavaScript Reference
Manual.
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Configuring thePermanent Redaction Server module

The <servlet-name>.properties file

While the viewer is configured with HTML parameters or the JavaScript API in the code of
the web page that runs the viewer, the servlet is controlled by using the properties file that
has the same name as the defined servlet.

This file contains the configuration parameters for the IBM Daeja ViewONE servlet and its
setup and configuration is described in the IBM Daeja ViewONE Servlet Setup Guide.

Typical uses of this configuration file include:

 Adding trace parameters to enable debug output to a specified log file

 Adding parameters to control how the servlet controls its own caching area

 Adding further parameters that determine how documents are retrieved

To add property for the Permanent Redactions Server module, you should precede the
property with the text “redaction”, for example:

redaction.traceBurn = true

Refer to the IBM Daeja ViewONE Server Properties Reference Manual for further details
on the properties that are available. This manual contains detailed descriptions of each
property that can be added to the properties file and how that property affects viewer
operation.
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Notices
This information was developed for products and services offered in the U.S.A.

IBM® may not offer the products, services, or features discussed in this document in other
countries. Consult your local IBM representative for information on the products and
services currently available in your area. Any reference to an IBM product, program, or
service is not intended to state or imply that only that IBM product, program, or service
may be used. Any functionally equivalent product, program, or service that does not
infringe any IBM intellectual property right may be used instead. However, it is the user's
responsibility to evaluate and verify the operation of any non-IBM product, program, or
service.

IBM may have patents or pending patent applications covering subject matter described in
this document. The furnishing of this document does not grant you any license to these
patents. You can send license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation
North Castle Drive Armonk, NY 10504-1785
U.S.A.

For license inquiries regarding double-byte (DBCS) information, contact the IBM
Intellectual Property Department in your country or send inquiries, in writing, to:

Intellectual Property Licensing
Legal and Intellectual Property Law
IBM Japan Ltd.
19-21, Nihonbashi-Hakozakicho, Chuo-ku
Tokyo 103-8510, Japan

The following paragraph does not apply to the United Kingdom or any other
country where such provisions are inconsistent with local law:
INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-
INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
Some states do not allow disclaimer of express or implied warranties in certain
transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are
periodically made to the information herein; these changes will be incorporated in new
editions of the publication. IBM may make improvements and/or changes in the product(s)
and/or the program(s) described in this publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only
and do not in any manner serve as an endorsement of those Web sites. The materials at
those Web sites are not part of the materials for this IBM product and use of those Web
sites is at your own risk.
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IBM may use or distribute any of the information you supply in any way it believes
appropriate without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of
enabling: (i) the exchange of information between independently created programs and
other programs (including this one) and (ii) the mutual use of the information which has
been exchanged, should contact:

IBM Corporation
J46A/G4
555 Bailey Avenue
San Jose, CA 95141-1003
U.S.A.

Such information may be available, subject to appropriate terms and conditions, including
in some cases, payment of a fee.

The licensed program described in this document and all licensed material available for it
are provided by IBM under terms of the IBM Customer Agreement, IBM International
Program License Agreement or any equivalent agreement between us.

This information contains examples of data and reports used in daily business operations.
To illustrate them as completely as possible, the examples include the names of
individuals, companies, brands, and products. All of these names are fictitious and any
similarity to the names and addresses used by an actual business enterprise is entirely
coincidental.

Any performance data contained herein was determined in a controlled environment.
Therefore, the results obtained in other operating environments may vary significantly.
Some measurements may have been made on development-level systems and there is
no guarantee that these measurements will be the same on generally available systems.
Furthermore, some measurements may have been estimated through extrapolation.
Actual results may vary. Users of this document should verify the applicable data for their
specific environment.

Information concerning non-IBM products was obtained from the suppliers of those
products, their published announcements or other publicly available sources. IBM has not
tested those products and cannot confirm the accuracy of performance, compatibility or
any other claims related to non-IBM products. Questions on the capabilities of non-IBM
products should be addressed to the suppliers of those products.

All statements regarding IBM's future direction or intent are subject to change or
withdrawal without notice, and represent goals and objectives only.

This information contains examples of data and reports used in daily business operations.
To illustrate them as completely as possible, the examples include the names of
individuals, companies, brands, and products. All of these names are fictitious and any
similarity to the names and addresses used by an actual business enterprise is entirely
coincidental.
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COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate
programming techniques on various operating platforms. You may copy, modify, and
distribute these sample programs in any form without payment to IBM, for the purposes of
developing, using, marketing or distributing application programs conforming to the
application programming interface for the operating platform for which the sample
programs are written. These examples have not been thoroughly tested under all
conditions. IBM, therefore, cannot guarantee or imply reliability, serviceability, or function
of these programs.

Trademarks
IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of International
Business Machines Corp., registered in many jurisdictions worldwide. Other product and
service names might be trademarks of IBM or other companies. A current list of IBM
trademarks is available on the web at "Copyright and trademark information" at
http://www.ibm.com/legal/us/en/copytrade.shtml.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered
trademarks or trademarks of Adobe Systems Incorporated in the United States, and/or
other countries.

Microsoft, Windows, and Windows NT are trademarks of Microsoft Corporation in the
United States, other countries, or both.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of
Oracle and/or its affiliates.

Other company, product, and service names may be trademarks or service marks of
others.

Privacy policy considerations
IBM Software products, including software as a service solutions, (“Software Offerings”)
may use cookies or other technologies to collect product usage information, to help
improve the end user experience, to tailor interactions with the end user or for other
purposes. In many cases no personally identifiable information is collected by the Software
Offerings. Some of our Software Offerings can help enable you to collect personally
identifiable information. If this Software Offering uses cookies to collect personally
identifiable information, specific information about this offering’s use of cookies is set forth
below.

Depending upon the configurations deployed, this Software Offering may use cookies that
collect each user’s user name for purposes of session management, authentication, and
enhanced user usability. These cookies cannot be disabled.

If the configurations deployed for this Software Offering provide you as customer the ability
to collect personally identifiable information from end users via cookies and other
technologies, you should seek your own legal advice about any laws applicable to such
data collection, including any requirements for notice and consent.

http://www.ibm.com/legal/us/en/copytrade.shtml
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For more information about the use of various technologies, including cookies, for these
purposes, See IBM’s Privacy Policy at http://www.ibm.com/privacy and IBM’s Online
Privacy Statement at http://www.ibm.com/privacy/details the section entitled “Cookies,
Web Beacons and Other Technologies” and the “IBM Software Products and Software-as-
a-Service Privacy Statement” at http://www.ibm.com/software/info/product-privacy.

http://www.ibm.com/privacy
http://www.ibm.com/privacy/details
http://www.ibm.com/software/info/product-privacy
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